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1.1 AAA

1.1.1 &N

AAA

RADIUS

AAA (Authentication. Authorization. Accounting, WAE. A 115
Je M4 A — R BEALE], $RME TUGIE. A TH R =R e Tne.

o DNE: BAIATTIA RIS AT RE 1 B A, P VT 1) 2 15 N A
R

o AL XTARRTIK T ANF BB, R AT BUE A A AR 55 . i
i, B GARBUNA FT  RERS AR S5 A% T B SO EAT U IR AT BN
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o it PR: WA NSRS I RE T T A, BRI RS
KA RGN A BERESE, T UCEEANC SR R 28 B
FEFITE L, FF T DASCELET G I E] L R AT S ok, oo I £ ke 2
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AAA KR P i/ k55 w8 451, % P iiia 47 T NAS (Network Access Server,
MRS ES) b, HRBIEH P S0 58PN, R4 LN
EhEHHPER.

AAA 1] LU TS 2 PSRRI, X Le W E T NAS 5 R 454 2 8] ]
1533 FH S B H T3 45 52 7F RADIUS(Remote Authentication Dial-In User
Service, ZEFEVIEIL T H P RS B TACACS+ (Terminal Access
Controller Access Control System, #3172 il % U7 Il 4% 1l R 40 .

RADIUS (Remote Authentication Dial In User Service, G2 F k5 AiE
ARG s TR AR YT ) B AT AR A S ] AR A @ AE B
RADIUS {# f] UDP {E A Pr i1 1812, 1813), HAF R UF ISRt
P [RIE AH SCRFE AL LI AN £ F IR S5 as L, AT BT et i ] Sk o

o ETIRE

RADIUS 1§ FH % F i/ R &5 254 20, WZ5005 1) i 4% 7E 4 RADIUS %5281
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TACACS+

PHMELT RADIUS i B IR 55 85 A8 F S TR OC, B ERI, 4
RADIUS T 8% it 55 8% SO A5 IR T SR S0, #RSC B 65 P 1R 8 SR (]
I IR SC, RADIUS i 2% i 55 & AT LAIC SRS HE ™ 7 il Bef ) A8
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TACACS+ (Terminal Access Controller Access Control System, #&¥iiJj ] 5
Tl Ui S R G0 & —Fh5 RADIUS ZRALIKI 2838 NER . FLIX
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®  TACACS+ffH TCP #i 1 49, #HXFT RADIUS £ H i) UDP 11, H
¥ AR T A .
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1.1.4 Bi¢E RADIUS fR% 2
THEWR S LTI IS .

PR | EE WiRA
1 Ix#config HEN A R BL B
2 IX(config)# aaa HEN AAA Tt B
3 IX(config-aaa)#radius-server deadtime 2 JRI T B I 55 28 AR WA 87 2 J ) 2 RAH ],
{ second | default } SENFE, BN 60 F5.
4 IX(config-aaa)#radius-server 2 JRITC B R SR R WS I ELAE IR B, R
max-retransmit { count | default } R 3 K.
5 IX(config-aaa)#radius-server A JRTC B S AR I () () %, SRAEEN 2 #P.
retransmit-interval { 7nterval | default }
6 JX(config-aaa)#radius-server host B35 IPv4 RADIUS AR%% 25 .
server-name ip-address 7p-address key key
[ acct-port port-id | auth-port port-id |
deadtime { second | default } |
max-retransmit { count | default } |
retransmit-interval { 7nterval | default }
| source-ip 7p-address
[ source-vpn-instance vpn-name ] |
vpn-instance vpn-name 1%
7 IX(config-aaa)#radius-server host B% IPv6 RADIUS R %525 .
server-name ip6-address 7pvé6-address key
key [ acct-port port-7d | auth-port port-id
| deadtime { second | default } |
max-retransmit { count | default } |
retransmit-interval { 7nterval | default }
| source-ip6 7pvé-address
[ source-vpn-instance vpn-name ] |
vpn-instance vpn-name 1%
o
1.1.5 BLE TACACS+RR55 88
BRI T LR RLE
PR | EE WiRA
1 Ix#config HEN 4 R B A
2 IX(config)#aaa HEN AAA T B
3 IX(config-aaa)#tacacs-server deadtime 2 JRI T B IR 55 28 AR TR 87 2 S ) 2 RAH (],
{ second | default } BrRAD, BTN 300 .
4 IX(config-aaa)#tacacs-server timeout R E 5 RS 251 TCP EFER il
{ second | default } T E], BRa N 2 5.
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PR |EBEE WiRA

5 JX(config-aaa)#tacacs-server host B35 IPv4 TACACS AR%% 25 o
server-name ip-address 7p-address key key
[ deadtime { second | default } | port
port-id | single-connection { enable |
disable } | timeout { second | default } |
source-ip 7p-address [ source-vpn-instance
vpn-name ] | vpn-instance vpn-name 1*

6 JX(config-aaa)#tacacs-server host f1j%d IPv6 TACACS 5528 o
server-name ip6-address 7pvé6-address key
key [ deadtime { second | default } | port
port-id | single-connection { enable |
disable } | timeout { second | default } |
source-ip6 7pvé6-address
[ source-vpn-instance vpn-name ] |
vpn-instance vpn-name 1%

=== =
1.1.6 BLE AAA BR$SE54
W& BT UL E
PR |EBEE WiRA
1 Ix#config HEN ARl B A,

2 Ix(config)#aaa HEN AAA Bt B

3 JX (config-aaa)#server-group group-name | Gl AAA RSSZA1E A AAA RS S0V
{ radius-server | tacacs-server } i EE
server-name

1.1.7 B2 8 AAA 3%

B LT T E

PR |EBEE WiRA
1 Ix#config HEN 4 R B A
2 Ix(config)#aaa HEN AAA Bt B
3 IX(config-aaa)#aaa authentication { dotlx | FE AAA A\iFE 7%
| Togin | mac-authen | enable } method V- = =
p T . 4 A,
method-name first { group-name | local } FERLIRI: koG AR AL 2 HE LY
second { group-name | local | none } third
{ group-name | local | none }
4 Ix(config-aaa)#aaa authorization { login | | fiL & AAA 3R 7%
cmd } method method-name first { group-name | ... .. [
1 N Iﬁ\: é /\o
| Tlocal } second { group-name | Tocal | B S RS e s
none } third { group-name | local | none }

-
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FR | ERE

A

5 IX (config-
Tlogin | mac-authen } method method-name
first { group-name | Tlocal } second

{ group-name | local | none } third

{ group-name | local | none }

aaa)#aaa accounting { dotlx | | FiL® AAA 1% 1E.
EREHI: RESBHARZACEFA.

118 WERE

FLE M, WEAEBS LTI T i AR B4 R .

FS | &M WiRA

1 Jx#show aaa config BE AAAREER.

2 Ix#show aaa information BE AAA ZRER.

3 Ix#show aaa server BE AAA RS HHE L.

4 JX#show aaa server-group BHE AAA RS HAGE.
5 Ix#show aaa method BE AAA TEER.

1.19 BLE AAA {5l

4B P K

IR EFTR,  SEREA P AE B AN RIS 4, EORECE

T
°

1F Switch FECE IP #idik. Vian FEgH, T H &R 2 AGIE.

BIEEAHLFH 7, T & AT ) AAA R AR RN 28, R TACACS
Server 3 #ATINEAFZAL, RADIUS Server 2 #4711 % .

a3 Dotlx ThRg, MBI AAA BRATT %R, KA
RADIUS Server 1 #EATIMIES 1127 FIRAL.
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1-1 T ER A MREE

RADIUS Server 2
10.1.2.2/24

RADIUS Server 1
10.1.1.2/24

TACACS Server 3
10.1.3.2/24

I
cu
I
&
B

S
L=
-

BC & 1P k.

ix#config

IX(config)#interface vlan 1

IX(config-vlanif-1)#ip address 10.1.0.254/24
IX(config-vlanif-1)#exit

IX(config)ip route-static 0.0.0.0 0.0.0.0 10.1.0.1

BiE AAA RS %5

IX(config)#aaa

IX(config-aaa)#radius-server host Serverl ip-address 10.1.1.
IX(config-aaa)#radius-server host Server2 ip-address 10.1.2.
JIX(config-aaa)#tacacs-server host Server3 ip-address 10.1.3.

3 ME AAA IRF5H4H..

b
g
N

NNN

Nil

IX(config-aaa)#server-group Groupl radius-server Serverl
JX(config-aaa)#server-group Group2 radius-server Server2
JX(config-aaa)#server-group Group3 tacacs-server Server3

MCE AAA J5i%s

Sk
X5
~

JX(config-aaa)#aaa authentication login method Methodl first
Group3

IX(config-aaa)#aaa authorization login method Method2 first
Group3

IX(config-aaa)#aaa accounting Togin method Method3 first Group2
JX(config-aaa)#aaa authentication dotlx method Method4 first
Groupl

JIX(config-aaa)#aaa accounting dotlx method Method5 first Groupl
switch(config-aaa)#exit
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IX(config)#line vty * *

IX(config-Tine)#login authentication aaa method Methodl
IX(config-Tline)#login authorization aaa method Method2
IX(config-Tline)#login accounting aaa method Method3
IX(config-Tine)#exit

FCE A PINE. A 307k

IX(config)#dotlx start

IX(config)#interface ge 1/0/1
IX(config-ge-1/0/1)#dotlx enable
IX(config-ge-1/0/1)#dotlx aaa-authentication Method4
IX(config-ge-1/0/1)#dotlx aaa-accounting Method5
IX(config-ge-1/0/1)#exit

1.1.10 ELER

$18 1 i@id show aaa config &G AAA Bt & /& 75 1EH.

Ix#show aaa config

version : AAA_V7.00.00.00

!

aaa

radius-server host Serverl ip-address 10.1.1.2
radius-server host Server2 ip-address 10.1.2.2
tacacs-server host Server3 1ip-address 10.1.3.2
server-group Groupl radius-server Serverl
server-group Group2 radius-server Server?2
server-group Group3 tacacs-server Server3

aaa authentication login method Methodl first Group3
aaa authorization login method Method2 first Group3
aaa accounting Togin method Method3 first Group2

aaa authentication dotlx method Method4 first Groupl
aaa accounting dotlx method Method5 first Groupl
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